IT AUDITING USING CONTROLS TO PROTECT INFORMATION
ASSETS 2ND EDITION

*X¥MASTERING | T AUDITING UsING CONTROLS TO PROTECT INFORMATION ASSETS 2ND EDITION**

IT AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND EDITION DIVES DEEP INTO THE ESSENTIAL STRATEGIES AND
METHODOLOGIES NECESSARY FOR SAFEGUARDING AN ORGANIZATION’S CRITICAL INFORMATION ASSETS. IN TODAY’S DIGITAL AGE,
WHERE CYBER THREATS LOOM LARGE AND DATA BREACHES CAN CRIPPLE BUSINESSES, UNDERSTANDING HOW TO EFFECTIVELY
AUDIT | T ENVIRONMENTS THROUGH CONTROLS IS NOT JUST BENEFICIAL—IT’S IMPERATIVE. THIS COMPREHENSIVE GUIDE EQUIPS
T PROFESSIONALS, AUDITORS, AND SECURITY SPECIALISTS WITH THE KNOWLEDGE TO IMPLEMENT, ASSESS, AND ENHANCE
CONTROLS THAT PROTECT INFORMATION INTEGRITY, CONFIDENTIALITY, AND AVAILABILITY.

UNDERSTANDING |IT AUDITING AND ITS IMPORTANCE

I'T AUDITING IS THE SYSTEMATIC EVALUATION OF AN ORGANIZATION’S INFORMATION SYSTEMS, MANAGEMENT CONTROLS, AND
SECURITY POLICIES TO ENSURE THEY ALIGN WITH BUSINESS OBJECTIVES AND COMPLY WITH REGULATORY REQUIREMENTS. THE
SECOND EDITION OF *IT AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS™® HIGHLIGHTS HOW AUDITING ISN’T
MERELY ABOUT TICKING COMPLIANCE CHECKBOXES; IT’S ABOUT PROACTIVELY IDENTIFYING VULNERARBILITIES AND STRENGTHENING
DEFENSES.

WHAT MAkes |T AUDITING CRITICAL?

W/ ITH RELENTLESS ADVANCEMENTS IN TECHNOLOGY, ORGANIZATIONS FACE COMPLEX CHALLENGEST™RANGING FROM RANSOM\ ARE
ATTACKS TO INSIDER THREATS. |T AUDITS HELP:

- DETECT WEAKNESSES IN SECURITY ARCHITECTURE.

- VERIFY THE EFFECTIVENESS OF EXISTING CONTROLS.

- ENSURE DATA ACCURACY AND AVAILABILITY.

- SUPPORT RISK MANAGEMENT AND BUSINESS CONTINUITY PLANS.

By FOCUSING ON CONTROLS, AUDITORS CAN PROVIDE A CLEAR ROADMAP FOR MITIGATING RISKS AND ENHANCING OVERALL
CYBERSECURITY POSTURE.

Key CoNcerTs CoVERED IN IT AUDITING UsING CONTROLS TO PROTECT
INFORMATION ASSETS 2ND EDITION

THE BOOK THOROUGHLY EXPLORES VARIOUS CONCEPTS VITAL TO IT AUDITING, ESPECIALLY THE ROLE OF CONTROLS IN
PROTECTING ORGANIZATIONAL DATA.

Typres oF CONTROLS

CONTROLS ARE MECHANISMS PUT IN PLACE TO PROTECT ASSETS AND ENSURE COMPLIANCE. THE SECOND EDITION DELVES INTO:

- **PreVENTIVE CONTROLS:** DESIGNED TO STOP SECURITY INCIDENTS BEFORE THEY HAPPEN. EXAMPLES INCLUDE FIREWALLS,
ACCESS RESTRICTIONS, AND ENCRYPTION.

- **DeTeCTIVE CONTROLS: ¥ * IDENTIFY AND ALERT ON UNUSUAL ACTIVITIES OR BREACHES. THESE INCLUDE INTRUSION
DETECTION SYSTEMS AND AUDIT LOGS.



- ¥*¥CorrecTIVE CONTROLS: ** AIM TO MITIGATE DAMAGE FOLLOWING A SECURITY EVENT, SUCH AS PATCH MANAGEMENT AND
DISASTER RECOVERY PROCEDURES.

UNDERSTANDING THESE CONTROL TYPES HELPS AUDITORS EVALUATE WHETHER THE ORGANIZATION HAS A BALANCED AND
EFFECTIVE CONTROL ENVIRONMENT.

Risk-BASED AUDITING APPROACH

RATHER THAN AUDITING ALL SYSTEMS EQUALLY, *|T AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND
EDITION® EMPHASIZES A RISK-BASED APPROACH. THIS METHOD PRIORITIZES AUDITING EFFORTS ON AREAS WITH THE HIGHEST RISK
TO INFORMATION ASSETS. BY DOING SO, ORGANIZATIONS CAN OPTIMIZE RESOURCES AND FOCUS ON CONTROLS THAT TRULY
MATTER TO THEIR SECURITY FRAMEW ORK.

IMPLEMENTING EFFECTIVE CONTROLS: INSIGHTS FROM THE 2ND EDITION

ONE OF THE STANDOUT FEATURES OF THE SECOND EDITION IS ITS PRACTICAL GUIDANCE ON IMPLEMENTING AND ASSESSING
CONTROLS.

CoNTRoOL FRAMEWORKS AND STANDARDS

THE BOOK HIGHLIGHTS KEY FRAMEWORKS THAT SUPPORT CONTROL IMPLEMENTATION, SUCH AS:

- ¥*COBIT (ConTroL OBJECTIVES FOR INFORMATION AND RELATED TECHNOLOGIES): ¥ * PROVIDES A COMPREHENSIVE
FRAMEWORK FOR | T GOVERNANCE AND MANAGEMENT.

- ¥*¥|ISO/IEC 2700 1:** FOCUSES ON ESTABLISHING AN INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS).

- ¥*NIST CYBERSECURITY FRAMEWORK: ¥ * OFFERS GUIDELINES FOR MANAGING AND REDUCING CYBERSECURITY RISK.

AUDITORS ARE ENCOURAGED TO ALIGN THEIR ASSESSMENTS WITH THESE STANDARDS TO ENSURE CONTROLS ARE BOTH
EFFECTIVE AND COMPLIANT.

CoNTRroOL TESTING TECHNIQUES

EVALUATING CONTROLS IS AS IMPORTANT AS IMPLEMENTING THEM. THE SECOND EDITION DISCUSSES VARIOUS TESTING
METHODS, INCLUDING:

- ¥*\X/ ALKTHROUGHS: ** TRACING TRANSACTIONS THROUGH SYSTEMS TO VERIFY CONTROL EFFECTIVENESS.
- ¥*¥SAMPLING:** SELECTING REPRESENTATIVE DATA TO TEST CONTROLS WITHOUT EXAMINING THE ENTIRE DATASET.
- ** AUTOMATED TooLs:** USING SOFTWARE TO CONTINUOUSLY MONITOR CONTROLS AND DETECT ANOMALIES.

THESE TECHNIQUES HELP AUDITORS DETERMINE IF CONTROLS ARE FUNCTIONING AS INTENDED AND IDENTIFY GAPS NEEDING
REMEDIATION.

PROTECTING INFORMATION ASSETS: WHY CoONTROLS MATTER IN IT
AUDITING

INFORMATION ASSETS INCLUDE DATA, SOFTWARE, HARDW ARE, AND EVEN PERSONNEL KNOWLEDGE. THE BOOK STRESSES THAT
PROTECTING THESE ASSETS REQUIRES A ROBUST CONTROL ENVIRONMENT THAT ADDRESSES ALL FACETS OF SECURITY.



DATA CONFIDENTIALITY, INTEGRITY, AND AVAILABILITY (CIA TrIAD)

THe CIA TRIAD IS FOUNDATIONAL TO INFORMATION SECURITY:
- *¥*CONFIDENTIALITY:** ENSURING DATA IS ACCESSED ONLY BY AUTHORIZED INDIVIDUALS.
- *¥|NTEGRITY:** MAINTAINING DATA ACCURACY AND COMPLETENESS.

- **AVAILABILITY:** GUARANTEEING RELIABLE ACCESS TO INFORMATION WHEN NEEDED.

*|T AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND EDITION® TEACHES AUDITORS TO ASSESS CONTROLS
AGAINST EACH OF THESE PILLARS, ENSURING COMPREHENSIVE PROTECTION.

CoMMoN ConTroL WEAKNESSES AND How To ADDRESS THEM

THROUGH REAL-WORLD EXAMPLES, THE BOOK ILLUSTRATES TYPICAL CONTROL FAILURES SUCH AS:
- INADEQUATE ACCESS CONTROLS LEADING TO UNAUTHORIZED DATA EXPOSURE.
- POOR PATCH MANAGEMENT RESULTING IN EXPLOITABLE VULNERABILITIES.

- INSUFFICIENT LOGGING AND MONITORING HINDERING INCIDENT DETECTION.

BY RECOGNIZING THESE PITFALLS, AUDITORS CAN RECOMMEND TARGETED IMPROVEMENTS THAT BOLSTER SECURITY DEFENSES.

ENHANCING | T AubpIT EFFECTIVENESS THROUGH CONTINUOUS IMPROVEMENT

ONE OF THE FORW ARD-THINKING ASPECTS OF THE SECOND EDITION IS ITS FOCUS ON CONTINUOUS IMPROVEMENT IN | T AUDITING
PROCESSES.

INCORPORATING EMERGING TECHNOLOGIES

TECHNOLOGIES LIKE ARTIFICIAL INTELLIGENCE (AD AND MACHINE LEARNING (ML) ARE TRANSFORMING HOW AUDITS ARE
CONDUCTED. THE BOOK DISCUSSES LEVERAGING THESE TOOLS FOR:

- AUTOMATED ANOMALY DETECTION.
- PREDICTIVE RISK ANALYSIS.

- ENHANCED DATA ANALYTICS FOR DEEPER INSIGHTS.

ADOPTING SUCH INNOVATIONS HELPS AUDITORS STAY AHEAD OF EVOLVING THREATS.

BUILDING A CULTURE OF SECURITY AND COMPLIANCE

ULTIMATELY, CONTROLS ARE ONLY AS EFFECTIVE AS THE PEOPLE WHO IMPLEMENT AND FOLLOW THEM. THE BOOK ADVOCATES
PROMOTING A SECURITY-CONSCIOUS CULTURE WITHIN ORGANIZATIONS THROUGH:

- REGULAR TRAINING AND AW ARENESS PROGRAMS.
- CLEAR COMMUNICATION OF POLICIES AND PROCEDURES.

- ENCOURAGING ACCOUNTABILITY AT ALL LEVELS.

AN ENGAGED WORKFORCE SERVES AS A CRITICAL LINE OF DEFENSE AGAINST SECURITY BREACHES.



PrACTICAL TIPS FOrR IT AubiTors UsING THE SECOND EDITION

FOR PROFESSIONALS APPLYING THE LESSONS FROM ¥IT AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND
EDITION*, HERE ARE SOME ACTIONABLE TIPS:

- ¥ ¥ UNDERSTAND THE BUSINESS CONTEXT:** TAILOR YOUR AUDIT APPROACH BASED ON THE ORGANIZATION'S INDUSTRY,
SIZE, AND REGULATORY LANDSCAPE.

- **PRIoRITIZE HIGH-RISK AREAS:** USE RISK ASSESSMENTS TO FOCUS ON CONTROLS THAT PROTECT THE MOST VALUABLE
OR VULNERABLE INFORMATION ASSETS.

- ¥*| EVERAGE AUTOMATION:** UTILIZE AUDIT SOFTWARE AND CONTINUOUS MONITORING TOOLS TO STREAMLINE TESTING
AND IMPROVE ACCURACY.

- ¥*¥ST1AY UPDATED: ¥ * CYBERSECURITY IS DYNAMIC—KEEP ABREAST OF THE LATEST THREATS, VULNERABILITIES, AND
CONTROL STANDARDS.

- ¥*¥CoMMUNICATE CLEARLY:** PROVIDE MANAGEMENT WITH CONCISE, ACTIONABLE AUDIT REPORTS THAT HIGHLIGHT RISKS
AND RECOMMEND IMPROVEMENTS.

BY INTEGRATING THESE PRACTICES, AUDITORS CAN MAXIMIZE THE IMPACT OF THEIR WORK AND CONTRIBUTE TO STRONGER
INFORMATION SECURITY POSTURES.

THE JOURNEY THROUGH *|T AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND EDITION® IS MORE THAN AN
ACADEMIC EXERCISE—IT’S A PRACTICAL ROADMAP FOR SAFEGUARDING TODAY’S COMPLEX | T LANDSCAPES. WHETHER YOU ARE
NEW TO IT AUDITING OR SEEKING TO DEEPEN YOUR EXPERTISE, THIS RESOURCE OFFERS INVALUABLE INSIGHTS INTO DESIGNING,
EVALUATING, AND ENHANCING CONTROLS THAT PROTECT THE LIFEBLOOD OF MODERN ORGANIZATIONS: THEIR INFORMATION.

FREQUENTLY ASkeD QUESTIONS

\WHAT ARE THE KEY OBJECTIVES OF | T AUDITING USING CONTROLS TO PROTECT
INFORMATION ASSETS?

THE KEY OBJECTIVES INCLUDE ENSURING THE CONFIDENTIALITY, INTEGRITY, AND AVAILABILITY OF INFORMATION ASSETS,
VERIFYING COMPLIANCE WITH RELEVANT LAWS AND REGULATIONS, ASSESSING THE EFFECTIVENESS OF INTERNAL CONTROLS, AND
IDENTIFYING POTENTIAL RISKS AND VULNERABILITIES WITHIN T SYSTEMS.

How poes THE 2ND eDITION OF ‘| T AubITING UsING CONTROLS TO PROTECT
INFORMATION ASSETS’ UPDATE ITS APPROACH TO RISK ASSESSMENT?

THE 2ND EDITION INCORPORATES UPDATED FRAMEWORKS AND METHODOLOGIES FOR RISK ASSESSMENT, EMPHASIZING A MORE
DYNAMIC AND CONTINUOUS RISK EVALUATION PROCESS THAT ALIGNS WITH EVOLVING CYBER THREATS AND REGULATORY
REQUIREMENTS.

\WHAT TYPES OF CONTROLS ARE EMPHASIZED IN THE BOOK TO PROTECT INFORMATION
ASSETS?

THE BOOK EMPHASIZES PREVENTIVE, DETECTIVE, AND CORRECTIVE CONTROLS, INCLUDING ACCESS CONTROLS, ENCRYPTION,
AUDIT TRAILS, CHANGE MANAGEMENT, AND INCIDENT RESPONSE MECHANISMS TO SAFEGUARD INFORMATION ASSETS EFFECTIVELY.

How pDoES | T AUDITING CONTRIBUTE TO ORGANIZATIONAL COMPLIANCE ACCORDING TO
THE BOOK?

I'T AUDITING HELPS ORGANIZATIONS ENSURE COMPLIANCE BY EVALUATING WHETHER | T SYSTEMS AND CONTROLS ADHERE TO

APPLICABLE LAWS, REGULATIONS, INDUSTRY STANDARDS, AND INTERNAL POLICIES, THEREBY MITIGATING LEGAL AND FINANCIAL
RISKS.



\W/HAT ROLE DOES CONTINUOUS MONITORING PLAY IN | T AUDITING AS DISCUSSED IN THE
2ND EDITION?

CONTINUOUS MONITORING IS HIGHLIGHTED AS A CRITICAL COMPONENT FOR TIMELY DETECTION OF CONTROL FAILURES AND
SECURITY INCIDENTS, ENABLING AUDITORS AND MANAGEMENT TO RESPOND QUICKLY AND MAINTAIN THE INTEGRITY OF
INFORMATION ASSETS.

How ARE EMERGING TECHNOLOGIES ADDRESSED IN THE CONTEXT OF | T AUDITING AND
CONTROL PROTECTION IN THIS EDITION?

THE 2ND EDITION ADDRESSES EMERGING TECHNOLOGIES SUCH AS CLOUD COMPUTING, |OT, AND Al BY DISCUSSING THEIR
ASSOCIATED RISKS AND RECOMMENDING UPDATED CONTROL MEASURES AND AUDIT PROCEDURES TO EFFECTIVELY PROTECT
INFORMATION ASSETS IN THESE ENVIRONMENTS.

ADDITIONAL RESOURCES

**¥|T AupITING UsING CONTROLS TO PROTECT INFORMATION ASSETS 2ND EDITION: A CRITICAL EXAMINATION®*

IT AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND EDITION SERVES AS A SIGNIFICANT RESOURCE IN THE
EVOLVING LANDSCAPE OF INFORMATION TECHNOLOGY GOVERNANCE AND SECURITY. AS ORGANIZATIONS INCREASINGLY RELY ON
COMPLEX I T INFRASTRUCTURES, THE NEED FOR RIGOROUS AUDITING FRAMEWORKS TO SAFEGUARD SENSITIVE DATA AND CRITICAL
SYSTEMS HAS NEVER BEEN MORE IMPERATIVE. THIS EDITION BUILDS UPON FOUNDATIONAL PRINCIPLES WITH UPDATED
METHODOLOGIES, REFLECTING CONTEMPORARY CHALLENGES AND REGULATORY DEMANDS. THROUGH A DETAILED EXPLORATION OF
CONTROLS-BASED AUDITING APPROACHES, THIS WORK OFFERS PROFESSIONALS A COMPREHENSIVE GUIDE TO ENHANCING
INFORMATION ASSET PROTECTION.

UNDERSTANDING THE FRAMEWORK OF | T AUDITING CONTROLS

ATITS CORE, *|T AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND EDITION® EMPHASIZES THE STRATEGIC
IMPLEMENTATION OF CONTROLS AS THE BACKBONE OF EFFECTIVE | T AUDITS. CONTROLSI IN THIS CONTEXT, REFER TO POLICIES,
PROCEDURES, AND TECHNICAL MECHANISMS DESIGNED TO MITIGATE RISKS AND ENSURE THE INTEGRITY, CONFIDENTIALITY, AND
AVAILABILITY OF INFORMATION ASSETS.

THE BOOK DELINEATES CONTROLS INTO THREE PRIMARY CATEGORIES: PREVENTIVE, DETECTIVE, AND CORRECTIVE. PREVENTIVE
CONTROLS AIM TO STOP SECURITY INCIDENTS BEFORE THEY OCCUR, SUCH AS ACCESS RESTRICTIONS AND ENCRYPTION.
DETECTIVE CONTROLS FOCUS ON IDENTIFYING UNAUTHORIZED ACTIVITIES THROUGH MONITORING AND ALERTS, WHILE
CORRECTIVE CONTROLS ADDRESS THE AFTERMATH BY FACILITATING RECOVERY AND MINIMIZING DAMAGE.

THIS TRIPARTITE CLASSIFICATION IS PIVOTAL TO UNDERSTANDING HOW | T AUDITORS ASSESS AN ORGANIZATION’S RISK
POSTURE. THE 2ND EDITION ENHANCES THE DISCUSSION BY INTEGRATING REAL-WORLD CASE STUDIES AND COMPLIANCE
FRAMEWORKS SUCH AS COBIT, ISO/IEC 270071, AND NIST STANDARDS, ENABLING AUDITORS TO TAILOR CONTROL
ASSESSMENTS BASED ON INDUSTRY -SPECIFIC REQUIREMENTS.

ENHANCED Focus oN Risk-BASED AUDITING APPROACHES

ONE OF THE NOTABLE ADVANCEMENTS IN THIS EDITION IS THE SHIFT TOWARDS RISK-BASED AUDITING. UNLIKE TRADITIONAL
CHECKLIST-DRIVEN AUDITS, RISK-BASED APPROACHES PRIORITIZE CONTROLS THAT MITIGATE THE MOST SIGNIFICANT THREATS TO
INFORMATION ASSETS. THE BOOK METICULOUSLY GUIDES AUDITORS IN CONDUCTING RISK ASSESSMENTS THAT IDENTIFY
VULNERABILITIES AND POTENTIAL IMPACT, THEREBY OPTIMIZING AUDIT EFFORTS AND RESOURCE ALLOCATION.

RISk ASSESSMENT METHODOLOGIES OUTLINED INCLUDE QUALITATIVE AND QUANTITATIVE TECHNIQUES, SUPPORTED BY
PRACTICAL EXAMPLES TO ILLUSTRATE HOW AUDITORS CAN DERIVE RISK SCORES AND PRIORITIZE CONTROLS ACCORDINGLY. THIS



FOCUS ALIGNS WITH MODERN REGULATORY LANDSCAPES, WHERE ORGANIZATIONS MUST DEMONSTRATE NOT ONLY COMPLIANCE
BUT ALSO PROACTIVE RISK MANAGEMENT.

INTEGRATING TECHNOLOGICAL ADVANCES AND EMERGING THREATS

GIVEN THE RAPID EVOLUTION OF TECHNOLOGY, *IT AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND
EDITION® ADDRESSES CONTEMPORARY CHALLENGES SUCH AS CLOUD COMPUTING, MOBILE DEVICE MANAGEMENT, AND
CYBERSECURITY THREATS LIKE RANSOMWARE AND INSIDER ATTACKS. THE TEXT OFFERS A NUANCED ANALYSIS OF HOW
TRADITIONAL CONTROL FRAMEWORKS ADAPT TO THESE INNOVATIONS.

For EXAMPLE, THE BOOK DISCUSSES CLOUD-SPECIFIC CONTROLS, EMPHASIZING SHARED RESPONSIBILITY MODELS AND VENDOR
RISK MANAGEMENT. AUDITORS ARE ENCOURAGED TO EVALUATE CLOUD SERVICE AGREEMENTS, DATA ENCRYPTION PRACTICES,
AND INCIDENT RESPONSE PROTOCOLS WITHIN VIRTUALIZED ENVIRONMENTS. THIS INCLUSION IS CRUCIAL, CONSIDERING THE
GROWING ADOPTION OF CLOUD SERVICES ACROSS INDUSTRIES.

MOREOVER, THE EDITION DELVES INTO THE COMPLEXITIES OF AUDITING IN ENVIRONMENTS CHARACTERIZED BY BRING YOUR OwN
DevICe (BYOD) POLICIES, HIGHLIGHTING THE NEED FOR ROBUST ENDPOINT SECURITY CONTROLS AND CONTINUOUS MONITORING.
[T ALSO EXPLORES HOW ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING TOOLS CAN ENHANCE AUDIT PROCESSES BY
AUTOMATING CONTROL TESTING AND ANOMALY DETECTION.

CoMPLIANCE AND REGULATORY CONSIDERATIONS

COMPLIANCE REMAINS A CORNERSTONE OF | T AUDITING, AND THIS EDITION EXTENSIVELY COVERS THE INTERPLAY BETWEEN
CONTROLS AND REGULATORY MANDATES. BEYOND TYPICAL FRAMEWORKS, IT ADDRESSES SECTOR-SPECIFIC REQUIREMENTS SUCH
AS HIPAA For HEALTHCARE, GDPR FOR DATA PRIVACY IN THE EUROPEAN UNION, AND SOX FOR FINANCIAL REPORTING.

THIS COMPREHENSIVE APPROACH EQUIPS AUDITORS WITH THE KNOWLEDGE TO EVALUATE BOTH TECHNICAL AND PROCEDURAL
CONTROLS THAT ENSURE ADHERENCE TO LEGAL OBLIGATIONS. THE BOOK ALSO EXAMINES THE CONSEQUENCES OF NON-
COMPLIANCE, PROVIDING INSIGHTS INTO AUDIT REPORTING PRACTICES THAT HIGHLIGHT CONTROL DEFICIENCIES AND RECOMMEND
REMEDIATION STRATEGIES.

STRENGTHS AND PRACTICAL APPLICATIONS

*|T AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND EDITION® STANDS OUT FOR ITS BALANCE BETWEEN
THEORETICAL CONCEPTS AND ACTIONABLE GUIDANCE. SEVERAL STRENGTHS MAKE IT INVALUABLE FOR | T AUDITORS,
INFORMATION SECURITY MANAGERS, AND COMPLIANCE OFFICERS!

* CoMPREHENSIVE COVERAGE: FROM FOUNDATIONAL CONTROL CONCEPTS TO ADVANCED AUDITING TECHNIQUES, THE BOOK
SPANS A WIDE SPECTRUM OF TOPICS RELEVANT TO MODERN | T ENVIRONMENTS.

o CASE STUDIES AND EXAMPLES: REAL-WORLD SCENARIOS ILLUSTRATE HOW CONTROLS ARE APPLIED AND TESTED,
ENHANCING CONCEPTUAL UNDERSTANDING.

o ALIGNMENT WITH STANDARDS: INTEGRATION OF GLOBALLY RECOGNIZED FRAMEWORKS ENSURES THAT READERS CAN
APPLY LESSONS WITHIN VARIED ORGANIZATIONAL CONTEXTS.

¢ Focus oN EMERGING TECHNOLOGIES: DISCUSSION OF CLOUD, MOBILE, AND Al-DRIVEN AUDITING REFLECTS THE CURRENT
AND FUTURE STATE OF | T GOVERNANCE.

¢ Risk-BASED METHODOLOGY: PRIORITIZING AUDIT FOCUS AREAS BASED ON RISK IMPROVES EFFICIENCY AND
EFFECTIVENESS.



THESE FEATURES COLLECTIVELY SUPPORT PROFESSIONALS IN DEVELOPING AUDIT PROGRAMS THAT NOT ONLY DETECT
WEAKNESSES BUT ALSO CONTRIBUTE TO STRENGTHENING OVERALL INFORMATION SECURITY POSTURE.

AREAS FOR IMPROVEMENT

DESPITE ITS COMPREHENSIVE NATURE, THE 2ND EDITION COULD EXPAND FURTHER ON INTEGRATING AUTOMATION TOOLS IN AUDIT
WORKFLOWS. WHILE THE BOOK TOUCHES ON Al APPLICATIONS, MORE DETAILED GUIDANCE ON PRACTICAL TOOLSETS AND
SOFTWARE PLATFORMS WOULD ENHANCE ITS UTILITY FOR AUDITORS NAVIGATING DIGITAL TRANSFORMATION.

ADDITIONALLY, DEEPER EXPLORATION OF CULTURAL AND ORGANIZATIONAL FACTORS INFLUENCING CONTROL IMPLEMENTATION
COULD PROVIDE A MORE HOLISTIC PERSPECTIVE. CONTROLS ARE NOT MERELY TECHNICAL ARTIFACTS BUT ALSO DEPEND ON USER
AW ARENESS AND MANAGEMENT COMMITMENT, WHICH ARE CRITICAL FOR SUSTAINED EFFECTIVENESS.

CoMPARATIVE INSIGHTS: 1sT EDITION vs. 2ND EDITION

FOR READERS FAMILIAR WITH THE FIRST EDITION, THE UPDATED VERSION INTRODUCES SEVERAL KEY ENHANCEMENTS!

1. UrDATED REGULATORY CONTENT: REFLECTING RECENT CHANGES IN PRIVACY LAWS AND CYBERSECURITY REGULATIONS.
2. ExpANDED CoVERAGE OF CLOUD SECURITY: ADDRESSING THE UNIQUE CONTROL CHALLENGES IN CLOUD ADOPTION.

3. GREATER EMPHASIS ON Risk MANAGEMENT: MOVING BEYOND COMPLIANCE CHECKLISTS TO STRATEGIC RISK
PRIORITIZATION.

4. INCLUSION OF EMERGING TECHNOLOGIES: INCORPORATING Al AND MACHINE LEARNING AS TOOLS FOR AUDITORS.

THIS EVOLUTION DEMONSTRATES RESPONSIVENESS TO INDUSTRY TRENDS AND FEEDBACK FROM PRACTITIONERS, MAKING THE 2ND
EDITION A MORE RELEVANT AND DYNAMIC TOOL FOR TODAY’S |T AUDIT PROFESSIONALS.

FINAL THOUGHTS ON LEVERAGING CONTROLS FOR INFORMATION ASSET
PROTECTION

IN THE COMPLEX DOMAIN OF | T AUDITING, THE METICULOUS APPLICATION OF CONTROLS REMAINS INDISPENSABLE FOR
PROTECTING INFORMATION ASSETS. *|T AUDITING USING CONTROLS TO PROTECT INFORMATION ASSETS 2ND EDITION® OFFERS A
THOROUGH, METHODICAL APPROACH THAT ALIGNS WITH CONTEMPORARY SECURITY CHALLENGES AND REGULATORY
EXPECTATIONS. BY WEAVING TOGETHER THEORY, PRACTICAL EXAMPLES, AND UPDATED TECHNOLOGICAL INSIGHTS, IT
EMPOWERS AUDITORS TO CONDUCT MORE EFFECTIVE EVALUATIONS AND CONTRIBUTE MEANINGFULLY TO ORGANIZATIONAL
RESILIENCE.

AS INFORMATION SYSTEMS CONTINUE TO EVOLVE AND CYBER THREATS GROW IN SOPHISTICATION, RESOURCES LIKE THIS EDITION
PROVIDE A VITAL FOUNDATION FOR MAINTAINING ROBUST CONTROL ENVIRONMENTS AND SAFEGUARDING CRITICAL DATA. FOR
PROFESSIONALS SEEKING TO DEEPEN THEIR EXPERTISE IN | T AUDITING, THIS TEXT STANDS AS BOTH A REFERENCE AND A GUIDE
TOWARD ADVANCING AUDIT RIGOR IN AN INCREASINGLY DIGITAL WORLD.
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Edition

it auditing using controls to protect information assets 2nd edition: IT Auditing Using
Controls to Protect Information Assets, 2nd Edition Chris Davis, Mike Schiller, Kevin Wheeler,
2011-02-05 Secure Your Systems Using the Latest IT Auditing Techniques Fully updated to cover
leading-edge tools and technologies, IT Auditing: Using Controls to Protect Information Assets,
Second Edition, explains, step by step, how to implement a successful, enterprise-wide IT audit
program. New chapters on auditing cloud computing, outsourced operations, virtualization, and
storage are included. This comprehensive guide describes how to assemble an effective IT audit
team and maximize the value of the IT audit function. In-depth details on performing specific audits
are accompanied by real-world examples, ready-to-use checklists, and valuable templates.
Standards, frameworks, regulations, and risk management techniques are also covered in this
definitive resource. Build and maintain an internal IT audit function with maximum effectiveness and
value Audit entity-level controls, data centers, and disaster recovery Examine switches, routers, and
firewalls Evaluate Windows, UNIX, and Linux operating systems Audit Web servers and applications
Analyze databases and storage solutions Assess WLAN and mobile devices Audit virtualized
environments Evaluate risks associated with cloud computing and outsourced operations Drill down
into applications to find potential control weaknesses Use standards and frameworks, such as
COBIT, ITIL, and ISO Understand regulations, including Sarbanes-Oxley, HIPAA, and PCI Implement
proven risk management practices

it auditing using controls to protect information assets 2nd edition: IT Auditing : Using
Controls to Protect Information Assets Chris Davis, Mike Schiller, Kevin Wheeler, 2006-12-22
Protect Your Systems with Proven IT Auditing Strategies A must-have for auditors and IT
professionals. -Doug Dexter, CISSP-ISSMP, CISA, Audit Team Lead, Cisco Systems, Inc. Plan for and
manage an effective IT audit program using the in-depth information contained in this
comprehensive resource. Written by experienced IT audit and security professionals, IT Auditing:
Using Controls to Protect Information Assets covers the latest auditing tools alongside real-world
examples, ready-to-use checklists, and valuable templates. Inside, you'll learn how to analyze
Windows, UNIX, and Linux systems; secure databases; examine wireless networks and devices; and
audit applications. Plus, you'll get up-to-date information on legal standards and practices, privacy
and ethical issues, and the CobiT standard. Build and maintain an IT audit function with maximum
effectiveness and value Implement best practice IT audit processes and controls Analyze UNIX-,
Linux-, and Windows-based operating systems Audit network routers, switches, firewalls, WLANSs,
and mobile devices Evaluate entity-level controls, data centers, and disaster recovery plans Examine
Web servers, platforms, and applications for vulnerabilities Review databases for critical controls
Use the COSO, CobiT, ITIL, ISO, and NSA INFOSEC methodologies Implement sound risk analysis
and risk management practices Drill down into applications to find potential control weaknesses

it auditing using controls to protect information assets 2nd edition: IT Auditing Using
Controls to Protect Information Assets, 2nd Edition, 2nd Edition Chris Davis, Mike Schiller, Kevin
Wheeler, 2011 Secure Your Systems Using the Latest IT Auditing Techniques Fully updated to cover
leading-edge tools and technologies, IT Auditing: Using Controls to Protect Information Assets,
Second Edition, explains, step by step, how to implement a successful, enterprise-wide IT audit
program. New chapters on auditing cloud computing, outsourced operations, virtualization, and
storage are included. This comprehensive guide describes how to assemble an effective IT audit
team and maximize the value of the IT audit function. In-depth details on performing specific audits
are accompanied by real-world examples, ready-to-use checklists, and valuable templates.
Standards, frameworks, regulations, and risk management techniques are also covered in this
definitive resource. Build and maintain an internal IT audit function with maximum effectiveness and
value Audit entity-level controls, data centers, and disaster recovery Examine switches, routers, and
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firewalls Evaluate Windows, UNIX, and Linux operating systems Audit Web servers and applications
Analyze databases and storage solutions Assess WLAN and mobile devices Audit virtualized
environments Evaluate risks associated with cloud computing and outsourced operations Drill down
into applications to find potential control weaknesses Use standards and frameworks, such as
COBIT, ITIL, and ISO Understand regulations, including Sarbanes-Oxley, HIPAA, and PCI Implement
proven risk management practices.

it auditing using controls to protect information assets 2nd edition: IT Auditing Using
Controls to Protect Information Assets, Third Edition Chris Davis, Mike Schiller, Kevin
Wheeler, 2019-10-04 Secure Your Systems Using the Latest IT Auditing Techniques Fully updated to
cover leading-edge tools and technologies, IT Auditing: Using Controls to Protect Information Assets,
Third Edition, explains, step by step, how to implement a successful, enterprise-wide IT audit
program. New chapters on auditing cybersecurity programs, big data and data repositories, and new
technologies are included. This comprehensive guide describes how to assemble an effective IT audit
team and maximize the value of the IT audit function. In-depth details on performing specific audits
are accompanied by real-world examples, ready-to-use checklists, and valuable templates.
Standards, frameworks, regulations, and risk management techniques are also covered in this
definitive resource. * Build and maintain an internal IT audit function with maximum effectiveness
and value ¢ Audit entity-level controls and cybersecurity programs ¢ Assess data centers and
disaster recovery * Examine switches, routers, and firewalls ¢ Evaluate Windows, UNIX, and Linux
operating systems ¢ Audit Web servers and applications * Analyze databases and storage solutions ¢
Review big data and data repositories ¢ Assess end user computer devices, including PCs and mobile
devices * Audit virtualized environments ¢ Evaluate risks associated with cloud computing and
outsourced operations ¢ Drill down into applications and projects to find potential control
weaknesses ¢ Learn best practices for auditing new technologies ¢ Use standards and frameworks,
such as COBIT, ITIL, and ISO ¢ Understand regulations, including Sarbanes-Oxley, HIPAA, and PCI
Implement proven risk management practices

it auditing using controls to protect information assets 2nd edition: IT Auditing Mike
Kegerreis, 2019

it auditing using controls to protect information assets 2nd edition: The Complete Guide
to Cybersecurity Risks and Controls Anne Kohnke, Dan Shoemaker, Ken E. Sigler, 2016-03-30 The
Complete Guide to Cybersecurity Risks and Controls presents the fundamental concepts of
information and communication technology (ICT) governance and control. In this book, you will
learn how to create a working, practical control structure that will ensure the ongoing, day-to-day
trustworthiness of ICT systems and data. The book explains how to establish systematic control
functions and timely reporting procedures within a standard organizational framework and how to
build auditable trust into the routine assurance of ICT operations. The book is based on the belief
that ICT operation is a strategic governance issue rather than a technical concern. With the
exponential growth of security breaches and the increasing dependency on external business
partners to achieve organizational success, the effective use of ICT governance and enterprise-wide
frameworks to guide the implementation of integrated security controls are critical in order to
mitigate data theft. Surprisingly, many organizations do not have formal processes or policies to
protect their assets from internal or external threats. The ICT governance and control process
establishes a complete and correct set of managerial and technical control behaviors that ensures
reliable monitoring and control of ICT operations. The body of knowledge for doing that is explained
in this text. This body of knowledge process applies to all operational aspects of ICT responsibilities
ranging from upper management policy making and planning, all the way down to basic technology
operation.

it auditing using controls to protect information assets 2nd edition: Hacking Exposed
Web Applications, Third Edition Joel Scambray, Vincent Liu, Caleb Sima, 2010-10-22 The latest Web
app attacks and countermeasures from world-renowned practitioners Protect your Web applications
from malicious attacks by mastering the weapons and thought processes of today's hacker. Written




by recognized security practitioners and thought leaders, Hacking Exposed Web Applications, Third
Edition is fully updated to cover new infiltration methods and countermeasures. Find out how to
reinforce authentication and authorization, plug holes in Firefox and IE, reinforce against injection
attacks, and secure Web 2.0 features. Integrating security into the Web development lifecycle (SDL)
and into the broader enterprise information security program is also covered in this comprehensive
resource. Get full details on the hacker's footprinting, scanning, and profiling tools, including
SHODAN, Maltego, and OWASP DirBuster See new exploits of popular platforms like Sun Java
System Web Server and Oracle WebLogic in operation Understand how attackers defeat commonly
used Web authentication technologies See how real-world session attacks leak sensitive data and
how to fortify your applications Learn the most devastating methods used in today's hacks, including
SQL injection, XSS, XSRF, phishing, and XML injection techniques Find and fix vulnerabilities in
ASP.NET, PHP, and J2EE execution environments Safety deploy XML, social networking, cloud
computing, and Web 2.0 services Defend against RIA, Ajax, UGC, and browser-based, client-side
exploits Implement scalable threat modeling, code review, application scanning, fuzzing, and
security testing procedures

it auditing using controls to protect information assets 2nd edition: Fundamentals of
Information Systems Security David Kim, 2025-08-31 The cybersecurity landscape is evolving, and
so should your curriculum. Fundamentals of Information Systems Security, Fifth Edition helps
instructors teach the foundational concepts of IT security while preparing students for the complex
challenges of today's Al-powered threat landscape. This updated edition integrates Al-related risks
and operational insights directly into core security topics, providing students with the tools to think
critically about emerging threats and ethical use of Al in the classroom and beyond. The Fifth
Edition is organized to support seamless instruction, with clearly defined objectives, an intuitive
chapter flow, and hands-on cybersecurity Cloud Labs that reinforce key skills through real-world
practice scenarios. It aligns with CompTIA Security+ objectives and maps to CAE-CD Knowledge
Units, CSEC 2020, and the updated NICE v2.0.0 Framework. From two- and four-year colleges to
technical certificate programs, instructors can rely on this resource to engage learners, reinforce
academic integrity, and build real-world readiness from day one. Features and Benefits Integrates
Al-related risks and threats across foundational cybersecurity principles to reflect today's threat
landscape. Features clearly defined learning objectives and structured chapters to support
outcomes-based course design. Aligns with cybersecurity, IT, and Al-related curricula across
two-year, four-year, graduate, and workforce programs. Addresses responsible Al use and academic
integrity with reflection prompts and instructional support for educators. Maps to CompTIA
Security+, CAE-CD Knowledge Units, CSEC 2020, and NICE v2.0.0 to support curriculum alignment.
Offers immersive, scenario-based Cloud Labs that reinforce concepts through real-world, hands-on
virtual practice. Instructor resources include slides, test bank, sample syllabi, instructor manual, and
time-on-task documentation.

it auditing using controls to protect information assets 2nd edition: Hacking Exposed
Wireless, Second Edition Johnny Cache, Joshua Wright, Vincent Liu, 2010-08-05 The latest wireless
security solutions Protect your wireless systems from crippling attacks using the detailed security
information in this comprehensive volume. Thoroughly updated to cover today's established and
emerging wireless technologies, Hacking Exposed Wireless, second edition reveals how attackers
use readily available and custom tools to target, infiltrate, and hijack vulnerable systems. This book
discusses the latest developments in Wi-Fi, Bluetooth, ZigBee, and DECT hacking, and explains how
to perform penetration tests, reinforce WPA protection schemes, mitigate packet injection risk, and
lock down Bluetooth and RF devices. Cutting-edge techniques for exploiting Wi-Fi clients, WPA2,
cordless phones, Bluetooth pairing, and ZigBee encryption are also covered in this fully revised
guide. Build and configure your Wi-Fi attack arsenal with the best hardware and software tools
Explore common weaknesses in WPA2 networks through the eyes of an attacker Leverage
post-compromise remote client attacks on Windows 7 and Mac OS X Master attack tools to exploit
wireless systems, including Aircrack-ng, coWPAtty, Pyrit, IPPON, FreeRADIUS-WPE, and the all new




KillerBee Evaluate your threat to software update impersonation attacks on public networks Assess
your threat to eavesdropping attacks on Wi-Fi, Bluetooth, ZigBee, and DECT networks using
commercial and custom tools Develop advanced skills leveraging Software Defined Radio and other
flexible frameworks Apply comprehensive defenses to protect your wireless devices and
infrastructure

it auditing using controls to protect information assets 2nd edition: Data Modeling, A
Beginner's Guide Andy Oppel, 2009-11-23 Essential Skills--Made Easy! Learn how to create data
models that allow complex data to be analyzed, manipulated, extracted, and reported upon
accurately. Data Modeling: A Beginner's Guide teaches you techniques for gathering business
requirements and using them to produce conceptual, logical, and physical database designs. You'll
get details on Unified Modeling Language (UML), normalization, incorporating business rules,
handling temporal data, and analytical database design. The methods presented in this fast-paced
tutorial are applicable to any database management system, regardless of vendor. Designed for Easy
Learning Key Skills & Concepts--Chapter-opening lists of specific skills covered in the chapter Ask
the expert--Q&A sections filled with bonus information and helpful tips Try This--Hands-on exercises
that show you how to apply your skills Notes--Extra information related to the topic being covered
Self Tests--Chapter-ending quizzes to test your knowledge Andy Oppel has taught database
technology for the University of California Extension for more than 25 years. He is the author of
Databases Demystified, SQL Demystified, and Databases: A Beginner's Guide, and the co-author of
SQL: A Beginner's Guide, Third Edition, and SQL: The Complete Reference, Third Edition.

it auditing using controls to protect information assets 2nd edition: IT Auditing Using a
System Perspective Davis, Robert Elliot, 2020-06-26 As the power of computing continues to
advance, companies have become increasingly dependent on technology to perform their operational
requirements and to collect, process, and maintain vital data. This increasing reliance has caused
information technology (IT) auditors to examine the adequacy of managerial control in information
systems and related operations to assure necessary levels of effectiveness and efficiency in business
processes. In order to perform a successful assessment of a business’s IT operations, auditors need
to keep pace with the continued advancements being made in this field. IT Auditing Using a System
Perspective is an essential reference source that discusses advancing approaches within the IT
auditing process, as well as the necessary tasks in sufficiently initiating, inscribing, and completing
IT audit engagement. Applying the recommended practices contained in this book will help IT
leaders improve IT audit practice areas to safeguard information assets more effectively with a
concomitant reduction in engagement area risks. Featuring research on topics such as statistical
testing, management response, and risk assessment, this book is ideally designed for managers,
researchers, auditors, practitioners, analysts, IT professionals, security officers, educators,
policymakers, and students seeking coverage on modern auditing approaches within information
systems and technology.

it auditing using controls to protect information assets 2nd edition: Security Metrics, A
Beginner's Guide Caroline Wong, 2011-10-06 Security Smarts for the Self-Guided IT Professional
“An extraordinarily thorough and sophisticated explanation of why you need to measure the
effectiveness of your security program and how to do it. A must-have for any quality security
program!”—Dave Cullinane, CISSP, CISO & VP, Global Fraud, Risk & Security, eBay Learn how to
communicate the value of an information security program, enable investment planning and decision
making, and drive necessary change to improve the security of your organization. Security Metrics:
A Beginner's Guide explains, step by step, how to develop and implement a successful security
metrics program. This practical resource covers project management, communication, analytics
tools, identifying targets, defining objectives, obtaining stakeholder buy-in, metrics automation, data
quality, and resourcing. You'll also get details on cloud-based security metrics and process
improvement. Templates, checklists, and examples give you the hands-on help you need to get
started right away. Security Metrics: A Beginner's Guide features: Lingo--Common security terms
defined so that you're in the know on the job IMHO--Frank and relevant opinions based on the



author's years of industry experience Budget Note--Tips for getting security technologies and
processes into your organization's budget In Actual Practice--Exceptions to the rules of security
explained in real-world contexts Your Plan--Customizable checklists you can use on the job now Into
Action--Tips on how, why, and when to apply new skills and techniques at work Caroline Wong,
CISSP, was formerly the Chief of Staff for the Global Information Security Team at eBay, where she
built the security metrics program from the ground up. She has been a featured speaker at RSA,
ITWeb Summit, Metricon, the Executive Women's Forum, ISC2, and the Information Security Forum.

it auditing using controls to protect information assets 2nd edition: Web Application
Security, A Beginner's Guide Bryan Sullivan, Vincent Liu, 2011-12-06 Security Smarts for the
Self-Guided IT Professional “Get to know the hackers—or plan on getting hacked. Sullivan and Liu
have created a savvy, essentials-based approach to web app security packed with immediately
applicable tools for any information security practitioner sharpening his or her tools or just starting
out.”—Ryan McGeehan, Security Manager, Facebook, Inc. Secure web applications from today's
most devious hackers. Web Application Security: A Beginner's Guide helps you stock your security
toolkit, prevent common hacks, and defend quickly against malicious attacks. This practical resource
includes chapters on authentication, authorization, and session management, along with browser,
database, and file security--all supported by true stories from industry. You'll also get best practices
for vulnerability detection and secure development, as well as a chapter that covers essential
security fundamentals. This book's templates, checklists, and examples are designed to help you get
started right away. Web Application Security: A Beginner's Guide features: Lingo--Common security
terms defined so that you're in the know on the job IMHO--Frank and relevant opinions based on the
authors' years of industry experience Budget Note--Tips for getting security technologies and
processes into your organization's budget In Actual Practice--Exceptions to the rules of security
explained in real-world contexts Your Plan--Customizable checklists you can use on the job now Into
Action--Tips on how, why, and when to apply new skills and techniques at work

it auditing using controls to protect information assets 2nd edition: Security Strategies in
Windows Platforms and Applications Michael G. Solomon, 2013-07-26 This revised and updated
second edition focuses on new risks, threats, and vulnerabilities associated with the Microsoft
Windows operating system. Particular emphasis is placed on Windows XP, Vista, and 7 on the
desktop, and Windows Server 2003 and 2008 versions. It highlights how to use tools and techniques
to decrease risks arising from vulnerabilities in Microsoft Windows operating systems and
applications. The book also includes a resource for readers desiring more information on Microsoft
Windows OS hardening, application security, and incident management. Topics covered include: the
Microsoft Windows Threat Landscape; Microsoft Windows security features; managing security in
Microsoft Windows; hardening Microsoft Windows operating systems and applications; and security
trends for Microsoft Windows computers

it auditing using controls to protect information assets 2nd edition: Mobile Application
Security Himanshu Dwivedi, Chris Clark, David Thiel, 2010-02-18 Secure today's mobile devices
and applications Implement a systematic approach to security in your mobile application
development with help from this practical guide. Featuring case studies, code examples, and best
practices, Mobile Application Security details how to protect against vulnerabilities in the latest
smartphone and PDA platforms. Maximize isolation, lockdown internal and removable storage, work
with sandboxing and signing, and encrypt sensitive user information. Safeguards against viruses,
worms, malware, and buffer overflow exploits are also covered in this comprehensive resource.
Design highly isolated, secure, and authenticated mobile applications Use the Google Android
emulator, debugger, and third-party security tools Configure Apple iPhone APIs to prevent overflow
and SQL injection attacks Employ private and public key cryptography on Windows Mobile devices
Enforce fine-grained security policies using the BlackBerry Enterprise Server Plug holes in Java
Mobile Edition, SymbianOS, and WebOS applications Test for XSS, CSRF, HTTP redirects, and
phishing attacks on WAP/Mobile HTML applications Identify and eliminate threats from Bluetooth,
SMS, and GPS services Himanshu Dwivedi is a co-founder of iSEC Partners (www.isecpartners.com),




an information security firm specializing in application security. Chris Clark is a principal security
consultant with iSEC Partners. David Thiel is a principal security consultant with iSEC Partners.

it auditing using controls to protect information assets 2nd edition: Gray Hat Hacking
The Ethical Hackers Handbook, 3rd Edition Allen Harper, Shon Harris, Jonathan Ness, Chris Eagle,
Gideon Lenkey, Terron Williams, 2011-02-05 THE LATEST STRATEGIES FOR UNCOVERING
TODAY'S MOST DEVASTATING ATTACKS Thwart malicious network intrusion by using cutting-edge
techniques for finding and fixing security flaws. Fully updated and expanded with nine new chapters,
Gray Hat Hacking: The Ethical Hacker's Handbook, Third Edition details the most recent
vulnerabilities and remedies along with legal disclosure methods. Learn from the experts how
hackers target systems, defeat production schemes, write malicious code, and exploit flaws in
Windows and Linux systems. Malware analysis, penetration testing, SCADA, VoIP, and Web security
are also covered in this comprehensive resource. Develop and launch exploits using BackTrack and
Metasploit Employ physical, social engineering, and insider attack techniques Build Perl, Python,
and Ruby scripts that initiate stack buffer overflows Understand and prevent malicious content in
Adobe, Office, and multimedia files Detect and block client-side, Web server, VoIP, and SCADA
attacks Reverse engineer, fuzz, and decompile Windows and Linux software Develop SQL injection,
cross-site scripting, and forgery exploits Trap malware and rootkits using honeypots and SandBoxes

it auditing using controls to protect information assets 2nd edition: The Basics of IT
Audit Stephen D. Gantz, 2013-10-31 The Basics of IT Audit: Purposes, Processes, and Practical
Information provides you with a thorough, yet concise overview of IT auditing. Packed with specific
examples, this book gives insight into the auditing process and explains regulations and standards
such as the ISO-27000, series program, CoBIT, ITIL, Sarbanes-Oxley, and HIPPA. IT auditing occurs
in some form in virtually every organization, private or public, large or small. The large number and
wide variety of laws, regulations, policies, and industry standards that call for IT auditing make it
hard for organizations to consistently and effectively prepare for, conduct, and respond to the
results of audits, or to comply with audit requirements. This guide provides you with all the
necessary information if you're preparing for an IT audit, participating in an IT audit or responding
to an IT audit. - Provides a concise treatment of IT auditing, allowing you to prepare for, participate
in, and respond to the results - Discusses the pros and cons of doing internal and external IT audits,
including the benefits and potential drawbacks of each - Covers the basics of complex regulations
and standards, such as Sarbanes-Oxley, SEC (public companies), HIPAA, and FFIEC - Includes most
methods and frameworks, including GAAS, COSO, COBIT, ITIL, ISO (27000), and FISCAM

it auditing using controls to protect information assets 2nd edition: Hacking Exposed 7
: Network Security Secrets & Solutions, Seventh Edition Stuart McClure, Joel Scambray,
George Kurtz, 2012-07-11 The latest tactics for thwarting digital attacks “Our new reality is
zero-day, APT, and state-sponsored attacks. Today, more than ever, security professionals need to
get into the hacker’s mind, methods, and toolbox to successfully deter such relentless assaults. This
edition brings readers abreast with the latest attack vectors and arms them for these continually
evolving threats.” --Brett Wahlin, CSO, Sony Network Entertainment “Stop taking punches--let’s
change the game; it’s time for a paradigm shift in the way we secure our networks, and Hacking
Exposed 7 is the playbook for bringing pain to our adversaries.” --Shawn Henry, former Executive
Assistant Director, FBI Bolster your system’s security and defeat the tools and tactics of
cyber-criminals with expert advice and defense strategies from the world-renowned Hacking
Exposed team. Case studies expose the hacker’s latest devious methods and illustrate field-tested
remedies. Find out how to block infrastructure hacks, minimize advanced persistent threats,
neutralize malicious code, secure web and database applications, and fortify UNIX networks.
Hacking Exposed 7: Network Security Secrets & Solutions contains all-new visual maps and a
comprehensive “countermeasures cookbook.” Obstruct APTs and web-based meta-exploits Defend
against UNIX-based root access and buffer overflow hacks Block SQL injection, spear phishing, and
embedded-code attacks Detect and terminate rootkits, Trojans, bots, worms, and malware Lock
down remote access using smartcards and hardware tokens Protect 802.11 WLANs with




multilayered encryption and gateways Plug holes in VoIP, social networking, cloud, and Web 2.0
services Learn about the latest iPhone and Android attacks and how to protect yourself

it auditing using controls to protect information assets 2nd edition: Computer Security
Handbook, Set Seymour Bosworth, M. E. Kabay, Eric Whyne, 2014-03-24 Computer security touches
every part of our daily lives from our computers and connected devices to the wireless signals
around us. Breaches have real and immediate financial, privacy, and safety consequences. This
handbook has compiled advice from top professionals working in the real world about how to
minimize the possibility of computer security breaches in your systems. Written for professionals
and college students, it provides comprehensive best guidance about how to minimize hacking,
fraud, human error, the effects of natural disasters, and more. This essential and highly-regarded
reference maintains timeless lessons and is fully revised and updated with current information on
security issues for social networks, cloud computing, virtualization, and more.

it auditing using controls to protect information assets 2nd edition: The Computer
Incident Response Planning Handbook: Executable Plans for Protecting Information at Risk N.K.
McCarthy, Matthew Todd, Jeff Klaben, 2012-08-07 Annotation. Based on proven, rock-solid computer
incident response plans, this handbook is derived from real-world incident response plans that work
and have survived audits and repeated execution during data breaches and due diligence. The book
provides an overview of attack and breach types, strategies for assessing an organization, and more.
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